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Abstract

Scalabilityis key to thesuccessf ary matureoperatingsystem.Theclassicapproachew scalingoperatingsystem
kernelsrely onincreasinghethreadingof the kernel. Suchthreadinghas,however, led to maintenanceroblemsfor
mary kernels.

TheLinux kerneldevelopmentcommunityis currentlyponderingwhetherto follow the pathof extremethreading
or try an entirely differentapproach.One suchapproachwhich hasbeenpromotedby Larry McVoy andwhich is
substantiatetdy the existing body of operatingsystenresearchis theimplementatiorof a clusterof kernelson SMP
hardware. This papermresentsa suggestearchitecturdor theimplementatiorof sucha cluster

The architecturgpresentedhereis built around5 componentsthe Adeosnanolernel, the Linux kernel,a setof
virtual devices, a kernel-modebootloader and existing clusteringsolutions. In this architecture the development
of eachcomponents independenbf the developmentof the othercomponentsThe implementatiorof this system
doesnot requireary centraldevelopmentauthority thoughit doesrequirethe commondefinition of interfaces,and
agreemenbn thearchitecturaprinciplesembodiedn this proposal.

As is shawvn, mostcomponentsequiredto build suchanarchitecturealreadyexist. Eachcomponentnevertheless,
requiressomelevel of modificationin orderto be easilyintegratedin the architecturegpresented The requiredmod-
ificationsandenhancementare discusseadndvariousresearchavenuesare presented So too arethe caveatsof the
architectureandpossiblefutureenhancements.

Disclaimer 1 Intr oduction

This paperis meantto encouragehe discussionabout  Recentdiscussionin theLinux developmentommunity

practicalimplementation®f Linux-basedSMP clusters.

It is by no meansa completedesigndocumentthoughit
doesoutline a feasibleapproach. Commentsandcorrec-
tionsarewelcomed.

Main proposalfeatures

No changego the kernelsvirtual memorycode.

No changego thekernels scheduler

No changego thekernelslock granularity

Minimal low-level changedo kernelcode.

Reuseof mary existing softwarecomponents.

Short-termaccessibility

have madeit clearthatincreasedhreadingof the kernel
is likely to renderthe sourceunmaintainableAs pointed
out by Larry McVoy, pastattemptsto threadkernelsbe-
yondthe 4 and8 CPU thresholdhave indeedresultedin
very hardto maintainkernels.

Many have arguedthat smartlocking schemesould
be developedto facilitate the kernel's scalability Oth-
ershave arguedthat maintenanceroblemsare unlikely
to happento Linux becausef the peerreview natureof
opensource.

NeverthelessMcVoy’'sassessmerlis clearly substan-
tiatedby thosewho have workedon SMP clustersnclud-
ing theteamwhoworkedonDisco[12, 15]. It istherefore
not the purposeof this paperto corvince you that SMP
clustersarethe way to solve kernelscalabilityproblems.
The assumptiorbeingmadeis thatyou arealreadycon-
vincedof this andareseekingmplementatiorideas.

The restof this paperpresentsa schemefor imple-
mentingLinux clusterson SMP hardware using mostly



existing software componentsand extending some of
themfor the purpose.As we shall see,mostextensions
areactuallytrivial andshouldnot requireary substantial
developmenteffort. In addition, the schemepresented
hereis ratherintuitive and easily extendable. The addi-
tion of ary featureswhich are not currently part of this
schemeshouldnot requireany modificationof the basic
architecture.

Becausédhe schemesuggestedeuseamary existing
componentspur discussiomrmainly concentrate®n the
implementatiordetailsnecessaryo bring all the existing
componentsogethemwith aslittle effort aspossible.

We startby reviewing previous work in 2. We then
presentthe overall systemarchitecturein 3. Eachsys-
tem componenis thendiscussedeparately The Adeos
nanolernelis discussedn 4. The kernel-modeboot-
loaderis discussedn 5. Requiredchangego the Linux
kernelaredescribedn 6. Thevirtual devicesto becre-
atedaredescribedn 7. The clusteringcomponentso be
usedarediscussedh 8. With all thecomponentsovered,
we discusshow thework on eachcomponentanbe car
ried outin 9. Beforefinishing, we review someof the
caveatsof the methodsuggestednd possibleimprove-
mentsin 10. Finally, we concludein 11.

2 Previouswork

Thereare mary areasof previous work that needto be
investigatedn orderto geta goodideaof whatneedsto
bedoneandhow it needso bedonein oderto getmulti-
ple Linux kernelsrunningasa clusteron SMP hardware.
Hereis asummaryof theareaof previouswork covered:

o Effortstoincreasd.inux’s scalability
e SMPclusters

Kernelemulation/virtualization

Nanolernels

Corventionalclusters

Kernelbootloaders

The idea of running multiple productionoperating
systemgOSes)n parallelonthesamehardwarein order
to achieve scalabilitywith minimum developmenteffort
is not new in itself. The most prominentimplementa-
tion exampleis Disco[12, 15]. TheDiscoapproactcon-
sistedof takinga productionlRIX OSandrunningmulti-
plecopiesof it in parallelusingthe Discovirtual machine

monitorto achieve hardwaresharing.Thetechniquesle-
velopedduringthis work have actuallybeenreusedn the
VMWare product[1, 24]. In both caseskey hardware
componentssuchasthe CPU,thememory andbasicl/O

devices,arevirtualizedby the monitorin orderto create
theillusion of realhardwareaccesses.

Although the approachis indeed useful for main-
streamOSeswhicharenotavailablein opensourceform,
it is not very well suitedto Linux. As a matterof fact,
mary of the basicassumptionsnadeby the Discoteam
donotholdif we acceptheideathatbasicOS modifica-
tionsarepossibleandshouldindeedbe carriedoutin or-
derto facilitaterunningthis OSontop of somehardware-
abstractingsoftware.

Insteadof a virtualizing monitor, Linux lendsitself
quite well to the insertionof a small nanolernelbeneath
it. Thisnanolernel'spurposaevouldbeto providemecha-
nismsto allow client OSesgto requeshardwareresources.
Insteadof implementingclever hardware virtualization
techniquesthe client OSesare aware of the nanolernel
andcanthereforebestuseits capabilities.

The existing Adeosnanolernelis a prime candidate
for useasthe basisof suchwork. Adeoswasfirst intro-
ducedin [26] andaimedat providing a patchlessianok-
ernelfor Linux. Giventhatthe techniqueslescribedn
the original paperwere not portable,an implementation
was developedasa kernelpatch[14, 2]. This latestre-
leaseis easilyportableto otherarchitectureshanthex86.
Adeos,however, still requiressomechangesn orderto
accommodatenultiple Linux kernelsexecutingin paral-
lel in separateaddresspaces.

As partof championingSMP clusters,Larry McVoy
discussedhis ideasboth privately and publicly in mary
instances. [18] summarizesnostof theseideasfrom a
fairly highlevel and[17] coverssomeactualimplemen-
tationdetails.Althoughtheargumentfor SMPclusterss
definitely corvincing, someof the implementatiorideas
put forth requirefurther evaluation. Mainly, mary of the
effortsto planfor singlesystemimage(SSI)components
may actually be alleviated by reusingexisting software
componentinsteadof creatingnew ones.

The approachtakenin this paper for instance,is to
suggestthe use of existing clusteringsolutionssuchas
Beowulf [3, 22] and Mosix [4] to provide SSI compo-
nents. By doing so, we reuseexisting software which
hasbeentestedand proven to work.> Suchclustering
software is, however, often built with the premisethat
nodesarephysicallyseparatedsinghigh-speeaetwork-
ing hardware. Thereare probablysimplificationswhich
canbemadeto thesesoftwares’algorithmsin light of the
tight couplingfoundin SMP systems.

1This paperdoesnot attemptto evaluatethe prosandconsof existing clusteringsoftwarenor its ability to effectively provide a single system
image. The assumptiorbeingmadeis that this existing software is adequateand capableof providing a clusteringAP| alongwith singlesystem

imagecapabilities.



Also, contraryto the suggestionsnadein [18], it is
unlikely that RTLinux, or RTAI for that matter may be
of any useto theimplementatiorof SMP clusters.Apart
from thefactthatthesereal-timemicro-kernelsrun Linux
astheir lowest-prioritytask, henceimposingscheduling
policiesto thekernelthatneeddo scale they do not pro-
vide an ervironmentfor runningmultiple operatingsys-
temsconcurrentlyonthesamehardware,nordothey pro-
vide distributedservices.

As describedn [12, 15], SMPclustersequiretheuse
of ananolernelwhich enforceshardwaresharingamong
all existing OSinstancesndprovidesa setof distributed
services. Adeosalreadyprovides basichanolernel ser
vicesfor running multiple OSeson the samehardware
andshouldeasilyextendto provide distributedservices.

Another suggestionwas to use UserMode Linux
(UML) [5]. UML, however, requires an existing
userspacesrvironment completewith virtual memory
servicesanda C library in orderto run. For bestperfor
mancewe wanteachindividual kernelpartof thecluster
to runonrealbarehardware. UML is not adaptedo this
use.

An entirely differentapproachs taken by the Linux
Scalability Effort [6]. Many partsof this effort aim at
scalingthe kernel’s own algorithmsand capabilitiesto
handleN numberof CPUsefficiently. As statedearlier,
this approachmay causeproblemsfor the kernel’s main-
tenance.

The porting of Linux to NUMA machineds part of
theseefforts [7]. Suchportsarelikely to reapthe bene-
fits of theapproactputforth here.In additionto NUMA
machineshowever, this approachappliesto ary standard
SMPbox availableon the market.

In investigatingherunningof multiple Linux kernels
on the samehardware, one key issueis the booting of
multiple Linux kernelson the samehardware. Most ex-
isting boot code which canload an extra kernel while
a kernelis alreadyrunning, such as the LOBOS Lin-
uxBIOS loader[8], make the assumptiorthat they can
rewrite over the existing kernel's own structures. Of
course,this is not usefulin our setup. The code most
likely to be usefulto booting additionalkernelson top
of the onealreadyrunningis the currentSMP boot code
(arch/i386/kernel/smpbobc). Martin Bligh's work on
bootingLinux onNUMA-Q is alsolikely to bequiteuse-
ful.

3 Overall systemarchitecture

The software architecturepresentechere consistsof 4
mainruntimecomponents:

1. Adeosnanolernel

2. Linux kernel

3. Virtual deviceg

4. Clusteringcomponents

The layering of thesecomponentss illustrated in
figure 1. The Adeosnanolernelprovides a distributed
hardwaresharinglayer. Insteadof virtualizing the hard-
ware,theLinux kernelis modifiedto make key hardware
requestssuchasinterruptallocationand manipulation,
physicalmemoryallocation,anddevice interrogation to
the nanolernel. The nanolernelon the root virtual node
(vnodey is the centralAdeosarbitratorandis responsi-
ble for providing eachvnodes nanolernelwith thelist of
hardwarecomponentshevnodeskernelis entitledto.

During the boot sequencefor instance the root vn-
odekernelwill conductPCI postor extract PCI postin-
formationfrom the BIOS. Usertoolsareprovidedon the
root nodeto enablethe attribution of the variousPCl re-
sourcedo the vnodes.Oncethis is done,the additional
kernelsthatbootonothervnodeswill maketheirrequests
for PCl listing from their local Adeos. This Adeoswiill
communicatewith the root vnodeto retrieve the list of
devicesbelongingto its kernel?

The devicescould alsobe provided by the root node
asbootparametersThe useof the nanolernel,however,
allowsfor device migrationonceall deviceshave beenal-
locatedandthe systemis running.A SCSlcontrollercan
thereforebe disabledon onevnodeandthenbroughtup
on anothervnode. Also, the nanolernelcanbe the cor-
nerstoneof fault-containment.When a vnodefails, the
nanolernelnotifiestherootvnodewhichtakescareof the
cleanupandrestartof the faulty vnode.Vnodescanalso
be detuggedindependentlyfrom oneanother It should
be fairly straight-forward to delug a kernelrunningon
onevnodeusinganothernode.

Device allocationis exclusive in this scheme.A de-
vice allocatedto a vnodeis not sharedby othervnodes.
If anEthernetcardis givento vnode3, thenno othervn-
odecanactuallyseethis PCl device, muchlessuseit. In
addition,hardwareaccesseareleft as-is.No changesre
madeto interceptor modify hardware accessesHence,
all existing device driverscanbe usedas-is.

2Thesearevirtual devicesvery muchlik e thevirtual devicesusedby RubiniandCorbetto presentheirexamplesin [23]. They arenot virtualized

devicesasimplementedy VMWare.

3They arecalledvirtual nodesbecausehereneednot be actualphysicalseparatiorbetweerthevariousnodes.
4The currentschemedoesnot allow for the presencef ISA devices. Suchdeviceswould be complicatedo managegspeciallypecausef the

way ISA DMA operates.
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Figurel: Overall systemarchitecture.

Figure 1 illustrates2 CPU vnodesbut vhodescould
be madeof as mary CPUsas desired. In the extreme
casel CPUvnodesarepossible Giventhefactthatthere
is one Linux kernelrunning per vhode, 1 CPU vnodes
will wastephysicalmemoryresourcesith little advan-
tagegiventhatLinux alreadyscaleswell up to 4 CPUs.
SincelLinux is alreadyquite ableto handle4 CPUs, 4
CPUvnodesarelikely to bethe optimal setup.

Interestingly vnodescanbe madeby anodd number
of CPUs. A 3 CPU vnode,for instance shouldbe fea-
sible. This could be potentiallyusefulin the casewhere
the systemdesignemwould preferto allocateaslittle re-
sourcesaspossibleto theroot node. On an 8 CPU ma-
chine, for instance therewould thereforebe 3 vnodes:
therootvnodewith 1 CPU,asecond/nodewith 3 CPUs,
anda third vnodewith 4 CPUs. The problemwith this
setuphowever, is thatthe vnodesarenotequal .

Eachvnoderunsits own copy of akernelimagecom-
monto all vnodesandhasits own separateirtual address
spacealthoughall vnodessharethe samephysicalmem-
ory.® It follows that eachvnodehasits own GDT, page
tables,and interrupttable. This setupdiffers from the
OSletconceptdiscussedhn [17].

Communicatiorwith othervnodesds providedby the
nanolernelusingshareghysicalmemoryregions,which
wewill call bridges, andinterrupts(inter-processomter-
ruptsin particular), which we will call portals follow-
ing thenomenclaturelevelopedfor the SFACE nanoler-
nel[21, 20, 19].

The allocationand managemenof bridgesand por-
talsistherole of thenanolernel. Thesebasicabstractions
cantheneasilybe usedto build moreelaborateservices
usingvirtual devicedrivers.Sincethesedeviceswouldbe
implementedas separat&eomponentsrom the coreker
nel functionality, no changesarerequiredto the kernel’s
code. Instead thesedevice driversusethe nanolernel's
API directly to interactwith othervnodes.Primecandi-
datefor suchdriversarevirtual network interfacesanda
distributedfilesystem.Theseservicescould alsobe used
to provide SSI componentssuchasa unique/proc, or
raw sharednemorybuffers.

Since these services are implemented using the
nanolernel’s API, Linux’s own virtual memory code
neednot be changedn ary way. Neitherdo the sched-
uleror thelock granularity Thesearethekey advantages
of this schemesincemaintainabilityof the kernelis not
influencedin ary way. Any elaborateservice,suchas
procesanigration, canbe implementedseparatelyfrom
theexisting kernelcode.

It follows from this that running other OSesthan
Linux aspartof this clustershouldberelatively easy The
rootnodecouldbe OpenBSDfor instanceandwould be
theonly nodelinkedto a physicalnetwork outsidethelo-
cal clusterbox. This will be all the more easierasthe
clusteringandSSIcomponentsrecloseto userspace.

The last piece of the puzzleis the clusteringand
SSI components.Given that theseissueshave beenin-
tensively studiedandworked on in the context of other

5Theuseof asinglevirtual memoryaddresspaceor all kernelsis aroadblockto scalability



projects,the bestapproachis to reuseexisting compo-
nents. Beavulf andMosix are prime candidatesor this

becausef their establisheduserbaseand proven relia-

bility. Sincevirtual network device driverscanbeimple-

mentedover Adeos’ bridges,it is very likely that these
packagesmay run unmodified on the setup described
here.

It would be best,of course to provide the capability
of runningary clusteringsolutionon top of the current
schemeThiswouldrequireaunifiedapproacho cluster
ing on Linux, however. Thisissueis beyondthe scopeof
thecurrentproposalbut Marowksy-Bréehasdiscussedt
amplyin [16].

4 Adeosnanokernel

The existing Adeoscodealreadymanagesnterruptson
UP and SMP systemesefficiently. It will requiremodifi-
cations,however, in orderto satisfythe requirement®of
SMP clustersasdescribechere® The futurearchitecture
of the Adeosnanolernelis presentedn figure 2. The
following subsectiongliscusseachpart of the nanoler-
nel. Note thatthe implementatiorof theseserviceswill
alsomake the runningof otherkernelsside-by-sidewith
Linux mucheasier

4.1 Interrupt management

Adeos’first andmostimportantresponsibilityis to man-
ageinterruptsandimplementa flexible scheméor inter-
rupt handling. The interrupt pipeline describedn [26]
will continueto beused,asit is very well adaptedo this
purpose.

Theinterruptpipelinewill beusedby someof Adeos’
own componentsn orderto implementvariousservices.
The distributed sharingprotocol (DSP), for instance,is
likely to useinter-processointerruptsin orderto com-
municatewith otherAdeosinstancesThe DSPwill then
intercepttheseinterruptsto receive themessagesf other
Adeosnanolernels’! Other “secret” interruptsmay be
usedto enableuserspacapplicationgo communicateli-
rectlywith add-onserviceslt followsfrom thisandfrom
thedescriptionprovidedin [27] thatbuilding a hard-real-
time clustershouldbefeasible.

Insteadof usingtheflat modelfor the variousAPICs,
Adeoswill needto use the cluster addressingmodel.
Martin Bligh’s work on the useof this addressingnodel
in NUMA-Q machinesshould be helpful to this end.
Chapter7 of [13] shouldbethestartingpoint.

4.2 Device management

Thefirst vnodeto bootis responsibléor handingoverits
device managemento Adeos. This vnodemay be able
to seeall of the systems$ devices, but it still cant use
ary deviceswhich have beenhandedutto othervnodes.
Userspacédoolswill needto be developedto enablethe
administratologged-inon theroot vnodeto managehe
allocationof devices.

It shouldbe feasible for instancefor the clusterad-
ministratorto entercommandsuchas: Transferdevice D
from vnodeX to vnodeY. Thenanolernelwill thenhave
to bring the device down on vnode X andthenbring it
up onvnodeY. All suchactionswill interactwith Adeos
in orderto completeandwould useexisting hotplugging
capabilitiesextensiely.

The programmingpf the variousl/O APICsis modi-
fied accordingto the attribution of devicessothatdevice
interruptsgo to the vnodewhich hasbeenattributedthe
device.

4.3 Physicalmemory management

Adeosis responsiblefor providing all the vnodes, ex-
cepttherootone,with theirinitial physicalmemory The
kernel-modevnodebootloaderequestphysicalregions
from Adeos. Oncethe vhodeis started,Adeosis then
responsibldor allocatingandconnectingoridges.

The Adeosphysicalmemorymanagementodewill
needto implementvery smartpolicies. Specifically it
will needto be capableof defragmentingphysicalmem-
ory. Suchdefragmentingnay requiring the temporary
freezingof all the vnodesusinga certainbridge. It fol-
lows that intensve allocation/freeingof bridgesby vn-
odeswill significantlyimpacton the entirecluster This
extremessituationis not typical of most cluster setups,
however. In the mostlikely scenario,eachvnode will
allocatea certainnumberof bridgesatboottime andwiill
continueto usethesebridgesthroughoutts existence.

In orderto alleviate the problemscausedy transient
bridges,Adeoscould provide a separateallocationser
vice for suchbridges. The requestemwould thenbe re-
quiredto provide a callbackfunctionfor dealingwith the
relocationof the bridgeto a differentphysicalmemory
location.

Different bridges can be implement with various
identificationschemes Named bridges would be recog-
nizedby all vnodesusinga uniquename. Suchbridges
couldbelocalto avnodeor globalto thecluster Access-
ing a local namedbridge requiresthe vnode ID, while
accessin@ global namedbridgerequiresonly the name
of thebridge.

6The assumptiorbeingmadehereis that Adeosis extendedto provide additionalfunctionality It could be possibleto leave the currentAdeos
codebaseinmodifiedandbuild the requiredserviceson top of thebasicservicesalreadyprovided.
"Most of the communicatiorbetweerthe nanolernelsis actuallyimplementedisingsharedphysicalmemoryregions,asdiscussedbelaw.
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Figure2: The Adeosnanolernelandits facilities.

4.4 Distrib uted sharing protocol

In orderto synchronizewith one another all the Adeos
nanolernelsneedto communicatevith eachotherusing
a distributed mechanism. This is the role of the DSP
Theimplementatiorof the DSPproperwill requiresome
additionalresearchn orderto implementa scalableand
flexible protocolwhich hasvery low overhead.As with
othercomponentsn the systemthe DSPwill beimple-
mentedover sharedphysicalmemoryregions.

5 Kernel-modebootloader

The kernel-modebootloader(KMB) is in chage of the
startup of the non-rootvnodes. Its main interface is
a command-lineutility which takesthe following argu-
ments:

e Pathnameof thekernelimageto load.

e CPUID® onwhichit hasto startthekernel.

Rangeof CPUIDs partof thevnode.

VnodelD.

Sizeof physicalmemoryattributedto this vnode.
o List of devicesbelongingto thisvnode.

The kernelimageprovidedto the KMB shouldactu-
ally be the sameasthe one running on the root vnode.
Hence,all vnodeswould be runningthe exactsameker
nelimage. In orderto automatethe loading of multiple

vnhodesinstantly it is probablybestto definea configu-
ration file format for the KMB userspaceool. Sucha
formatis outsidethe scopeof thiswriting.

The parametersare then handedover to the kernel
module componentof KMB throughi octl () or a
similar interface. The LinuxBIOS bootloader LOBOS,
passes filenameusingan additionalsystemcall. This
is inconsequentiasince LOBOS is aboutto write over
therunningkernel. Becauseaddingnew systemcallsto
a kernelwhich hasto continuerunningis not a desired
side-efect, anothemethodis preferable.

Also, LOBOSreadgheimageasanexecutablémage
usingr ead_exec() . This may not be appropriatefor
our currentscheme.The kernelmoduleindeedneedsto
usel ookup_dentry(),asLOBOSdoeshutits subse-
quentoperatiordiffersfrom LOBOS.® Herearethesteps
carriedoutby KMB kernelmodule:

1. Requesphysicalmemoryfrom Adeosfor vnode.
(Thishasto beaphysicallycontiguougnemoryre-

gion).

2. Remapphysicalregioninto currentkernelsvirtual
memory

3. Copy kernelimageandboot parameterso mem-
ory region. Thebootparameterare: ID of CPUto
booton, list of additionalCPU IDs thatimagehas
to boot,vnodelD, andallocatedphysicalmemory
range/sizénmen¥).

4. Setregionasexecutable.

5. Inform Adeosof theinitial resourcesheupcoming
vnodewill beallowedto use.(PCl devices).

8|t maybe moreappropriateo talk aboutthe (logical/physical)APIC ID instead?
9nterestingly nevertheless| OBOS comeswith a small scriptwhich usesobj copy to strip the kernelimagefrom all its headersandturn it
into a bareexecutable. This scriptmay not be very useful,however, sincewe needto beableto locatethe st ar t up_32 symbolin theimageto be

started.



6. Jumpto the loadedimages st art up_32 func-
tion.1°

7. Unmapphysicalregion from currentkernel’s vir-
tualmemory

For its part,st ar t up_32 is modifiedto checkvery
earlywhetherpagingis alreadyenabled.If it is so,then
its actiondiffersfrom the existing procedure. The modi-
ficationsto the kernelsinitialization will bedescribedn
detailin section6.1.

6 Linux kernel changes

In orderto run in the schemedescribedhere, the ker-
nel needsslight modifications. The role of the kernel
andmostof its existing functionalityremainsunchanged,
however. Mainly, the kernelknows of a setof PCI de-
vicesit canprobefor anda singleflat physicalmemory
regionit is entitledto managdreely. Theseassumptions
areleft intactby the currentproposal.

Thereare?2 reasondor implementingchangesn the
kernelfor the currentscheme:

1. Allow insertionof nanolernelbeneath.inux.
2. EnableLinux to bootdifferently.

3 areasof the kernelneedto be changedn orderto al-
low the insertionof the nanolernel: the PCI subsystem,
the interrupt managementode, and the locking primi-
tives.Thelast2 have alreadybeensuccessfullymodified
aspart of the currentAdeoswork. The following sub-
sectiongletailthe requiredkernelmodifications starting
with modificationgto kernelinitialization.

6.1 Initialization

At startup,the kernel usually assumeghat it hastotal
controlover ary availableandvisible pieceof hardware.
Linux hereis no differentfrom the majority of existing
OSes.Suchanassumptiomwill have to changehowever,
if Linux clustersareto bepossibleon SMP hardware.

FirstandforemostLinux will have to beableto boot
in very strangephysicaladdressesometimewery high-
up in the physicaladdressspace. It may alreadybe ca-
pableof dealingwith suchsituationsput this needgo be
confirmed.

Hardware initialization will also needto changein
light of the factthatthe kernelwill only have accesdo
thehardwarethe AdeosPCI proxy allows it to see.ISA-
style probing, for one, shouldnot be carriedout during

thebootingof any non-rootvnode.If necessarythendif-
ferentkernelimagesshouldbe usedfor the root vnode
andthenon-rootvnodes.

For its startup,the root vnodeshouldbe bootedwith
avnodelD of 0, thelist of CPUIDs partof therootnode,
anda neme parameterequalto the amountof physical
memoryit shoulduse. Therestof the physicalmemory
actuallyavailablewill be handledby the nanolernel.

The bootcodein the kerneldifferswhenit comesto
thest art up_32 code. Insteadof immediatelysetting
up the CPU’s tableandenablingpaging,the codeshould
first checkif pagingis alreadyenabled. If so,thenthe
currentimagewasloadedby KMB. Otherwise the nor-
mal codefollowsits course.

In the casewhere pagingis enabled,thenthe code
branchesoff and conductsan operationsimilar to that
foundin arch/i386/lernel/smpboot.but onitself. Essen-
tially, the codesetsthe startupElP for thevnodeCPUID
to bethephysicaladdres®f thebeginningof thetrampo-
line routine'! andsendsthe appropriatd Pl to the APIC
of the vnodes first CPU. The codethenreturnsandthe
KMB cancontinuewhereit left off.

Meanwhile, the other CPU hasbootedwith a fresh
copy of Linux which will proceedthroughthe normal
bootsequencsincepagingwill notalreadybe active for
it. It will loadits own GDT, its own IDT, andits own
pagetables.Anything it doesafterwardsis conductedn
anentirelydifferentaddresspacerom thefirst kernel.

The main referencedor implementingthis scheme
arethe currentSMP bootcodeandchapter7 of [13].

It couldbearguedthatthesetupandbootoperationof
thevnodes first CPU shouldbe the responsibilityof the
KMB insteadof that of the kernelbeingbooted. There
are,however, advantage$n having thebootedkerneltake
careof settingup its own CPU prior to booting. Mainly,
thekernelsbootingonavnodeis madeindependentrom
thebootloader A distributedfault-detectiormechanism,
for instance,could have kernel imagesreadyto go in
kernelspace. When detectinga failure, the mechanism
would fire the kernelimagewithout requiring the inter-
ventionof the KMB. The developersof sucha mecha-
nismwould needto know very little aboutvnodekernel
booting.Also, variouskernelversionawith differentboot
mechanismsanbe supportedSocanotherOSes.

The bootup of the additional CPUsin the vnodeis
donevery muchthe sameway asthe SMP bootupis cur-
rently done.Somesmallchangesnayberequirednever-
theless.

Therootfilesystencouldbeprovidedeitherasanini-
trd or mountedvia NFS usingthe virtual NIC described
below. Of coursegachvnodethathasa SCSlcontroller
with anattachedohysicalHD canmountits own device.

10A|l referenceso st ar t up_32 referto thefunctionin arch/i386/kernel/hed.S.
11This addressouldbe passedisakernelbootparameteif virtual addressesannotbe easilycorvertedinto physicaladdresseBy this bootcode.



It canalsoshareit with othervnodesusingNFSor a dis-
tributedfilesystemasdiscussedn section?.

6.2 PCI subsystem

Linux’'scurrentPCl subsystentaneitherretrieve its data
from the BIOS or conductits own PCI post. In the case
of a non-rootvnode, PCI postingis out of the question
andsois probingthe BIOS to obtainthe device entries.

The PCl subsystenmustbe modifiedto malke its de-
vice listing requestdo Adeosinsteadof doing themdi-
rectly. In the caseof theroot vnode,theserequestsactu-
ally endup beingcallsto the kernel’s own existing func-
tions. On othervnodes,however, thesecalls arerouted
to the root Adeoswhich then handsover a list of visi-
ble devicesto the vnodes Adeos. It is this list which is
providedto thekernelrunningon this vnode.

Device transitionsrequirethe dynamicadditionand
removal of entriesin the kernel’s PCI tables. The hot-
pluggingwork comesin asbeingvery usefulheresince
it shouldbe easyto reusethis functionalityto implement
device migrationasdescribedabove.

6.3

Easyaccess$o avnodesinterruptflow is essentiafor im-

plementingmary of the capabilitiesdescribechere.Por

tals are the most basic servicefor which tapingin the
interruptflow is necessaryfFault containmenandkernel
deluggingareyet otherreasonswvhy interruptintercep-
tion by the nanolernelis essential.

To achiere this, we needto modify the kernelin or-
der to divert all interrupt allocationto the nanolernel.
This hasalreadybeenimplementedand is available in
thecurrentAdeosimplementation See[14] for morede-
tails. Basically set _i nt r _gat e() is modifiedto call
on Adeos’interruptallocationservicesnsteadof manip-
ulatingtheinterrupttabledirectly.

All the modificationsrequiredfor this areeasilysur
roundedby appropriateti f def / #endi f statements.

Interrupt management

6.4 Locking primiti ves

Sincewe needto receve all interruptsthat come from
other processorsincluding oneswhich don't belongto
Linux, we needto modify the kernel so that it doesnt
disablethe interruptsin hardware. Instead,the inter
rupt pipeline’s propertiesareput to usehere.In essence,
Linux’s requestgo disableinterruptsresultin a pipeline
stall. Corversely requestso enablenterruptsunstallthe
pipeline.Remembethatinterruptsarenot propagatedn
thepipelinebeyonda stalledstage.

As above, the modificationsrequiredto the kernel
sourcesarerelatively smallandareall conditionalto en-
abling the Adeos nanolernelin the kernel's configura-
tion. Thecompletedetailsareprovidedin [14].

6.5 Timer

Thisis notsomuchachangdo thekernelasit isachange
of policy. Theres only one 8253 in the systemand it
becomesery incorvenientin the currentsetupto try to
haveall vnodesusethistimer. Insteadjt ismuchmorevi-
ablefor eachvnodeto usethetimersfoundin eachCPU'’s
APIC. Clocksynchronizatiothenbecomeshejob of the
clusteringand SSI componentslt is, however, concev-
ablethat Adeosmay be modifiedto allow very low-level
clock synchronizatiorthroughits DSP

7 Virtual devices

Thevirtual devicesarethegluethatenablesll thevnodes
to communicateogether Thesedevices export known

abstractiondo userspace Theseabstractionsare them-
selvesusedby theclusteringandSSIcomponents$o form

acluster In orderto bestcommunicatevith othervnodes,
the virtual devices usethe nanolernel’s bridge and por-

tal servicesdirectly. The following subsectiongliscuss
thekey virtual devicesto beimplementedandprovide an

outline of eachdevice’s operation. Note that, as stated
in [12], suchdevicesarefairly easyto implement.

7.1 Network device

The network device mostlik ely appear@asa normalEth-
ernetdevice to the restof the kernel. It startsby open-
ing anamedbridge,the “Ethernet”bridge,andmapsthis
bridgeinto its kernel's addresspace.This bridgeis the
Ethernet'wire” thatconnectsll the vnodes.Obviously,
thesedeviceswill have to includea softwareimplemen-
tation of CSMA/CD in orderto synchronizeaccessefo
thevirtual wire.*?

Becausehe virtual NICs arefree,a vnodecanhave
mary suchdevices, eachconnectedto a different net-
work. Sinceeachvnodein the clusteris connectedo
all suchexisting networks, efficient load-balancingcan
insurethatno onenetwork is saturated.

A similar device hasbeenimplementedaspartof the
examplespresentedn [23]. That device is rathersim-
ple, but it is certainlya good startfor whoever wantsto
implementan Adeos-avarevirtual NIC suchasthe one
describechere.

12Thisis avery goodillustration of the useof intervnodelocks. Interestingly the scalabilityof the algorithmusedto implementsucha lock will
mostlikely beindependendf Adeos’or Linux’s or eventhe clusteringandSSIcomponentsbwn scalability



7.2 Distrib uted filesystem

A distributedfilesystemis animportantSSIcomponent.

Many suchfilesystemsalreadyexist. Often,they areim-
plementedover existing network services. NFS, for in-
stance,could easily be usedon top of the virtual NIC
describeckarlier Giventhearchitecturaelescribedn this
proposalhowever, it is likely that other more efficient,
distributedfilesystemsanbeimplemented.

In this case,a filesystemcould use Adeos’ services
to communicatevith the otherfilesystemcomponent®n
theothervnodes.n thesimplestimplementationtheroot
vnodecould be the centralrepositorywith all the other
vnodesmakingrequestgo it. Thisis similarto NFS’ op-
erationbut wouldinvolve only onesoftwarelayerinstead
of two.

The necessityof having a unique/tmp directorywas
discussedh [17]. In thisschemepneinstanceof thedis-
tributedfilesystemcouldbe mountedat /tmp on eachvn-
ode, henceenablinga clusterwide unique/tmp. There
are, of course,other directorieswhich can usesucha
filesystem.In the extreme,the entire clustercould have
thesamerootdirectory

It is alsopossibleto implementa virtual distributed
block device, but aswith the MTD work whereJFFS2is
moreefficient thanext2 over NFTL [25], it is preferable
to have an Adeos-avarefilesystemthanan Adeos-avare
block device.

7.3 Consoledevice

Sincethereis only one real consoleon the entire sys-
tem,thereneeddo beaway for systemadministratorso

communicatewith the consoleof ary vnode. Thistoois

a serviceprovided on top of Adeos. Eachvnodewould

have a line discipline implementedover a local named
bridge. This line disciplinewould sene asthe vnodes
console TherootAdeoswouldthereforebeableto selec-
tively communicatavith the consoleof any vnode.Such
a line discipline shouldbe ableto sene ary vnode,in-

cludingtherootvnode.

7.4 Userspaceshared memory regions

Someapplicationamaybedesignedo male efficientuse
of the currentsetup. It may be usefulfor suchapplica-
tionsto have accesgo the bridgefacilitiesin userspace.
Althoughit could be possibleto export Adeos’ services
to userspaceusinga differentsoftwareinterrupt,it may

be moreappropriateo encapsulatédeos’ servicesn a

kerneldevice driver. Sucha device driver would imple-

mentall thesecurityandsanitychecksAdeosisn’t meant
to take careof.

8 Clustering and single systemim-
agecomponents

Any in-depthwork on Linux clusterson SMP hardware
will haveto take into consideratiortheverylargeamount
of work alreadycarriedon classicclusterssincemuchof
this work can be reusedas-is. As a matterof fact, is-
suessuchasproviding a singlesystemimage,distributed
sharedmemory anddistributedfilesystemshave already
beenamply discussedndhave beenimplementednary
times over. As statedabove, Beownulf and Mosix are
prime candidatesput have a look at the Linux High-
Availability projectfor amoredetailedlist [9].

As in other clusteringsituations,eachnode seesits
own local kernelanda setof network servicest canuse
to connecto othernodes.

That being said, clusteringpackagesnay make as-
sumptionsthat do not hold in the currentarchitecture.
Primarily, by having nodesso close together physical
network latenciesand problemsdisappear Otherissues
suchasnodefailure can be detectedusing other means
thanakeepalve signal.

In the simplestconfiguration,the root vnodecanbe
usedasthe centralclusternode. Eachnodecould then
export its own local processtable using a local named
bridge, and the root vnode would usethis information
to provide a unique/proc. Otherconfigurationamay be
moreappropriate.

It is notthe purposeof this paperto try to discussall
the detailsof how existing clusteringsolutionscanbest
usethe architecturepresented.Rather the designersof
suchsolutionsare encouragedo analyzethis proposal
andcommenton the applicability andusefulnes®f their
systemdo it.

9 Work ahead

Most of thework presentedherecanbe conductedy in-
dependenteams. Therewill be a needto synchronize
in orderto agreeon interfaces but thereis little needto
starta complex projectfor thiswork. Thisis yetanother
adwantageof this proposal:if mostdevelopersagreeon
thebestway to proceedtheneachteamcanheadits way
with little needfor a singleauthorityto headthe restof
theeffort.

It may seemthat eachdeveloperwould requirevery
expensve hardwareto participaten this effort. A 4 CPU
machine with 2 vnodesof 2 CPUseach,shouldbe suf-
ficient, however, to developmostof the systems compo-
nents. Furthertestingwill certainly be requiredon ma-
chineswith a greatemumberof CPUs,but suchtesting
canbe carriedout by arelatively smallnumberof devel-
operstakingpartin this effort.



Hereis the list of systemcomponentsn decreasing
orderof theamountof work requiredfor implementation:

1. Adeosnanolernel

2. Virtual devices

3. Linux kernel

4. Kernel-modéootloader

5. ClusteringandSSIcomponents

The nanolernelis clearly the componentvhich will
requirethe largestamountof work. It will have to be
extendedto supportdevice managementphysicalmem-
ory managemengnddistributedoperation.Device man-
agements relatively simplesinceit mainly requireseach
vnodes Adeosto retrieve a device list from theroot vn-
ode. The physicalmemorymanagementinit can prob-
ably reuseexisting memorymanagemeralgorithmsthat
alreadyimplementmemorydefragmentationkinally, the
distributedcommunicatiorsubsystentanreuseexisting
distributedresourcesharingalgorithms.In the caseof the
currentproposalthe operatiornof this subsystenis lik ely
to besimplified becaus®f the useof arootvnode.

The virtual devices can be developedindependently
from one another Oncethe Adeos bridge API estab-
lished,suchdevicesshouldberelatively straight-forward
to implement.For someonalreadyfamiliar with theim-
plementationof driversfor the equivalentreal devices,
thisprobablyamountgo lessthan2 weeksworth of work,
grantedthe software CSMA/CD is easyto implement.
The distributedfilesystemmay requiresomemorework,
however. A look at the stateof the art in distributed
filesystenresearchs probablywarranted.

Most kernelmodificationspresentedn section6 are
fairly trivial. Lesstrivial, however, is the kernelinitial-
ization. Thiswill requiresomeonelreadyfamiliar with
SMP booting. This work may requirean in-circuit em-
ulator (ICE). Alternatively, a setof ad-hocdevelopment
toolscouldbeimplementedo helpin thedevelopment It
mayfacilitatethe procesgo startoff with 2 differentker
nelimages.Thefirst onewould have serial port support
disabledwhile the secondwould have it enabled. Work
on gettingthe secondvnodebootingcouldthencontinue
using anotherhostto delug the secondvnodethrough
the serial port. Whichever schemeis chosen,note that
the developmentof the boot processloesnot requirethe
availability of the completenanolernel. Vnodeswill, of
course,not be ableto communicatewithout it, andvn-
odeswill thereforebe isolatedin its absenceput this
shouldnot impedeon the developmentof the boot pro-
cedured?

132 Implementbootprocedurén arch/i386/kernel/vnogbod.c ?
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Thekernel-modéootloadetoo shouldbefairly sim-
ple to implement. Seethe referencesnentionedin sec-
tion 5.

Finally, the existing clusteringand SSI components
shouldbeusedas-isin thefirst generatiorof thisscheme.
Simplificationsandenhancement® make full useof the
locality of the clusternodescould probablybe addedin
futureiterationsof this scheme.

10 Caveatsand futur e work

Therelianceonacentralrootvnodeis thisschemesmain
weaknessAny problemon this centralvnodewill bring
theentireclusterdown. Yet, it is theuseof suchacentral
vnodethatmakestheentireschemerery simpleto imple-
ment. It would be beneficialto planfor future iterations
of this schemewhereall vnodesareentirelyindependent
of oneanotherIf any vnodefails, thenit couldbebrought
up againby ary othervnode. Greatcarewill have to be
taken to ensurethat sucha distributed schemedoesnot
addadditionaloverheadhowever.

Anotherpossibilityis to look into bullet-proofingthe
root vnode. Runningadditionalerrorhandlingdomains
on the root vnodes Adeosis one aspectthat shouldbe
looked at. Runningasfew device driversaspossiblein
therootvnodeis lik ely to diminishtherisk of failuretoo.

Although the currentapproachis unlikely to be in-
fluencedby illegal virtual memoryaccessesn ary vn-
ode, it is definitely very fragile to raw physicalmemory
accessedndeed,ary illegal physicalmemoryaccesdy
any vnodeis likely to bringtheentireclusterdown. Prop-
erly written driversandcleancodingarethe only imme-
diateremedieslIf hardwarewereableto cooperatén one
way or anotherin checkingfor suchillegalaccesseshen
it would beall thebetter

Currently all CPU and physicalRAM resourcesl-
locatedto a bootingkernelare never reclaimed. Hence,
contraryto Disco, thereis no CPU migrationpossibleor
physicalmemoryload-balancingSuchfunctionality can
probably be added,neverthelessby using the existing
work on CPUandmemoryhotplugging[10, 11]. Actual
physicalmemoryand CPUscould thenmigratebetween
vnodes. Adeoswould certainly needto be modified to
take in accountsuchmigrations.

Also, only physically contiguousvnodescan exist
in the currentdesign. It may be desirableto augment
Adeosto handlevnodesspanningnary differentphysical
machines.Having appropriatehardwareto facilitatethe
mappingof physicalmemoryregionsbetweerseparated
machinewould certainlyhelpin thisregard. A clusterof
clusterscouldthenbefeasible.



11 Conclusion

This paper has presenteda schemefor implementing
Linux clusterson SMP hardware. An architecturewas
presentedo enablemary existing componentso interact
togetherin orderto provide this functionality. In partic-
ular, the approactsuggestshe useof the Adeosnanok-
ernelto enablemultiple Linux kernelsto exist in parallel
onthesamehardware eachin adifferentvirtual node.To

this end,the kernelrequiresminor modificationsn order
to useAdeos’ servicesinsteadof directly accessingey

hardwareresources.

Virtual devices,suchasnetwork devices,adistributed
filesystemandaline-discipline,areimplementechsker-
nel modules. Insteadof obtainingtheir resourcedrom
Linux, however, they use Adeos’ servicesdirectly. In
turn, thesedevices enableexisting clusteringandsingle
systemimage componentgo be usedwith little or no
modification.

In additionto beingmodular eachcomponentn this
schemads relatively simpleto implement. The clearad-
vantageof this schemas thatLinux’s capabilityto scale
is unrelatedto Adeos’ or the clusteringand single sys-
temimagecomponentsability to handlelarge numbers
of virtual nodes.Also, the kernelcancontinueto be de-
velopedindependentlhffrom all the othercomponentsn
thisscheme.

This papemwaswritten with the purposeof encourag-
ing discussioron building clustersusingtheLinux kernel
andSMP hardware.You areencouragetb make sugges-
tions and participatein this effort in orderto provide “a
clusterin aPC” for themasses.
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