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SSH CRC Exploit AnalysisLab Victim Platfoi2ET
EMC
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(Essentially, this exploit is not a worm)Tj
12 0 0 12 271.2602 473.5801 Tm
(, nor does it contain characteristics of a worm)Tj
12 0 0 12 490.5291 473.5801 Tm
(.  It is )Tj
0.001 Tc -0.001 Tw 12 0 0 12 90.0001 459.6002 Tm
(an attack tool that will pick apart a seT< shewilserver siorm)Tj
12 0 0 1368.778701 459.6002 Tmilarck  openingrt aptaidnti lopics 

Esseneted the
 
12 0 0 12 460.7643 375.7206 Tm
(u)Tj
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(ltiple )Tj
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(platform)Tj
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http://www.securityfocus.com/archive/1/161444
http://teso.scene.at/
http://teso.scene.at/sshd_statement.php
http://teso.scene.at/
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The binary file was obfuscated using an as yet unidentified method, thus using normal 
debuggers and even the rudimentary strings command prov 0 1effecativt ufortuinaely.  s 
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comparison.   
 
The observation here could be made that the file is encrypted using an unidentified 
method.   Look at the file tails, these especially show that there are many hex values set 
at 0x00.  On the encrypted file, x2, you observe an absence of hex values of zero.   
 
Determining Encryption Type 
 
In thinking that the file may have been sima

http://www.cs.uni-potsdam.de/homepages/students/linuxer/ok.html
http://www.cs.uni-potsdam.de/homepages/students/linuxer/ok.html
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target lists, however, there are versions of the x2 exploit in the wild with only three of the 
target lists, specifically, SSH-1.5-1.2.27, SSH-1.99-OpenSSH_2.2.0p1, and SSH-1.99-
OpenSSH_2.2.0p1.   
 
At this point, the full code wa6 Twcuthed and(targehed gainst a SwcuareSheullSer vee )Tj
0.0058 Tc -0.0058 Tw 12 0 0 12 90 38.82004 Tm
(1.2.21. Ttheoutpute of thisaAttake wa6networke iretapped, processe iretapped,  and )Tj
ET
EMC
SpanP <</MCID32 >>BDC 0 0 0  scn
BT
/TT4 1 Tf
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captuard below 



#cat x2.1811 | grep read 
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Below is the system call trace of the exploit sending the com cay for “read” or “write” e
 system call trace of the tem



http://www.7350.org/




http://news.cnet.com/news/0-1003-201-4561189-0.html
http://news.cnet.com/news/0-1003-201-4561189-0.html
http://news.cnet.com/news/0-1003-201-4561189-0.html


http://www.securityfocus.com/archive/1/161444
http://www.7350.org/
http://teso.scene.a/
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(7 ) (7 ) binary-search: h: 0x083ffffc, slider: 0x00000800 # binary-search: h: 0x083ffffc, 
slider: 0x00000800 # SEGV # 
(8 ) (8 ) binary-search: h: 0x083ffbfc, slider: 0x00000400 # binary-search: h: 0x083ffbfc, 
slider: 0x00000400 # SURVIVED # 
(9 ) (9 ) binary-search: h: 0x083ffdfc, slider: 0x00000200 # binary-search: h: 0x083ffdfc, 
slider: 0x00000200 # SURVIVED # 
(10) binary-search: h: 0x083ffefc, slider: 0x00000100 # (10) binary-search: h: 0x083ffefc, 
slider: 0x00000100 # SEGV # 
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(59) Trying: 0xb7f78594 # (59) Trying: 0xb7f78594 # SEGV # OK 
Finding exact h - stack_buf distance 
(60) trying: 0xb7f78394  slider: 0x0200# Finding exact h - stack_buf distance 
(60) trying: 0xb7f78394  slider: 0x0200# SEGV # 
(61) trying: 0xb7f78494  slider: 0x0100# (61) trying: 0xb7f78494  slider: 0x0100# SEGV # 
(62) trying: 0xb7f78514  slider: 0x0080# (62) trying: 0xb7f78514  slider: 0x0080# SEGV # 
(63) trying: 0xb7f78554  slider: 0x0040# (63) trying: 0xb7f78554  slider: 0x0040#  
(64) trying: 0xb7f78534  slider: 0x0020# (64) trying: 0xb7f78534  slider: 0x0020# SEGV # 
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