Switched environments security...
A fairy tale.
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Ethernet :

» Layer 1 and layer 2 protocol
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Ethernet as layer 1 protocol :

» Relies on CSMA/CD
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Ethernet as layer 2 protocol :

» Ethernet frame :

Ethernet frame
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Switches : designed for bandwidth improvement

» Is able to read ethernet adresses in frames
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Consequences .

» Network is split into collision domains
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Communicating with upper layers

» Layer 2 addressing : ethernet
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Source hardware address

Source protocol address

Destination hardware address

Destination protocol address

ARP message
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» HW type : ethernet (0Ox1)

» Proto type : IP (0x800)
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An ARP request : who has 192.168.1.11 tells 192.168.1.10
» From 00:10:A4:9B:6D:81

» To FF.FF.FF.FF:FF.FF (broadcast)

00:10:A4:9B:6D:81
192.168.1.10

00:00:00:00:00:00
192.168.1.11

ARP request
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Network basics

An ARP reply : 192.168.1.11 is at 00:04:76:40:65:5E
» From 00:04:76:40:65:5E
» T0 00:10:A4:9B:6D:81
[

00:04:76:40:65:5E

192.168.1.11

00:10:A4:9B:6D:81

192.168.1.10

ARP reply
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ARP cache

» Need to cache ARP informations

» Need for a mecanism to keep cache up to date
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We gather informations wherever they are to keep cache up to date
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LAN attacks

» Layer 1 : sniffing
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Ethernet frames sniffing

» You can sniff all frames within your collision domain using
promiscuous mode

] Pros
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MAC spoofing
» Use a spoofed MAC address as ethernet source
» Relies on MAC/port association table update

» Promiscuous mode to get interesting frames

[] Pros
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“Disturbing” switches
» Associations table can be flooded

» Too much conflicts can lead to strange behaviour

» When disturbed, some switches falls into repeater mode
(hub-like)
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ARP spoofing

» ARP request are sent to broadcast

» Itis possible to reply to arbitrary requests, with arbitrary replies
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ARP cache poisoning

» We force changes into victim ARP cache

» See next part ;)

CARTEL SECURITE — Cédric Blancher



Attacking LAN 23

Other protocols

» Spanning tree protocol (STP)
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ARP cache updates

» Opportunistic behaviour
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Available parameters

» Ethernet source MAC address

» Ethernet destination MAC address
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ARP cache entry creation

» When communicationg with unkown IP (ARP request is sent)
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ARP cache entry creation forcing using spoofed request
» Ethernet destination MAC is target address instead of broadcast

» arp-sk -w -d Target -S Spoofed -D Target

Target IP

Fooled ARP request
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ARP cache entry creation forcing using spoofed reply
» Does not work on all OS (can’t fool Linux 2.4, Windows XP)

» arp-sk -r -d Target -S Spoofed -D Target

Fooled ARP reply
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ARP cache entry update forcing

» Can be done using spoofed ARP requests
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ARP cache entry deletion forcing

» Entries can expire
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ARP cache poisoning applications
» Spying : you can read data without using promiscuous mode

» Interception : you can transparently proxy connections

» Decrypting : you can decrypt connections using Man in the
Middle attack
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ARP MitM for spying, decrypting connections
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ARP proxying for traffic tampering and connection hijacking

4. External data gathering

.DIl 1. ARP attack

T &P
Robin

3. Data interception and modification
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One way ARP cache poisoning for IP spoofing and firewall bypassing

L

‘@4

3. Traffic sorting
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l}l 6. Robin traffic
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Robin 5. Robin traffic redirection

CARTEL SECURITE — Cédric Blancher



ARP cache poisoning, how and why 37

DoS using ARP cache poisoning
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Consequence
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Protections

» Maximum segmentation

» Switches security features
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Switches security features

» Use recent firmware to avoid strange behaviours

» Use static MAC/port associations when available
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Static ARP caches
» ARP entries can be added “manually” using arp -s
» /etc/ethers like files can be loaded using arp -f
» Such entries are permanent : cannot be nor deleted nor updated

[1 Prevents ARP attacks

CARTEL SECURITE — Cédric Blancher



Protections 43

NIDS stuff

» ARPWatch (and WinARPWatch) allows you to track IP/MAC
associations through ARP messages

» Some NIDS feature an ARP plugin that monitors ARP messages
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Layer 2 and ARP filtering

» Linux Netfilter has a MAC source address match
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Strong authentication

» Relies on cryptographic authentication
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Check physical accesses to your network

» Social engineering
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ARP is a weak protocol, easy to fool : it was not designed for securi
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Thanks to :

» Fredéric "Pappy" Raynal for convincing me into looking deeper in
that stuff and writing arp-sk
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] http:
[ [ www. net wor ksor cery. com enp/ def aul t 0402. ht m

http://ww. ar p- sk. or g/
http://ww. nonkey. or g/ ~dugsong/ dsni f f/

http://ww. bitl and. net/tarani s/
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